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Overview
This document establishes additional guidelines that supplement the university’s “Responsible Use of University Computing and Network Resources” policy regarding the use of university-owned tablet computing devices (hereinafter referred to as “tablets”) and describes related responsibilities and expectations regarding employees’ use of such equipment.  This document also establishes consistent guidelines for employees regarding the use of university-owned cell phones and services and describes the responsibilities and expectations for use of such equipment.  The description of these guidelines is not exhaustive, and the guidelines may be changed at any time at the discretion of the university.

Tablets, cell phones, and/or all associated equipment will be assigned only to employees whose responsibilities and duties require use of such devices as determined by management.  The assignment of the devices must be requested and approved by the employee’s supervisor, who will periodically review assignments to ensure compliance with these guidelines.  The university has the right to inspect and review the contents on any such devices at any time, and the employee understands that there is no expectation of privacy with respect to use of such devices.

Guidelines & Use

All tablets, cell phones, equipment, and/or associated services assigned or made available to Operations employees are to be used for official business-related activities only.  

All employees who are issued a tablet and/or a cell phone will be required to sign the appropriate Statement of Understanding, certifying that they have received these guidelines, understand their obligation to comply with these guidelines, and agree the devices will be used only in conjunction with these guidelines.  Any employee who fails to comply with the stated guidelines will be subject to disciplinary action up to and including termination.

All employees to whom a tablet and/or cell phone has been assigned are required to have that device with them during assigned work hours and are required to use the device to complete work assignments.  Employees shall maintain the device in the appropriate assigned protective case.  During non-work hours, all tablets must be secured in the assigned locked, charging unit in the local shop areas by the employee as designated by area supervisors unless otherwise directed or approved in writing by their immediate supervisor or designee.

Employees assigned a tablet and/or cell phone shall not sync the device with a personal computer or take any action to alter the configuration or functionality that has been established by the university.

Each employee assigned a tablet, cell phone, and/or associated equipment shall be responsible for its security, upkeep, and maintenance (ensuring the device is kept clean, dry, etc.). 

Employees assigned a tablet and/or cell phone shall not remove the “OSU Non-Capital Property” asset tag, nor delete or turn off any applications or settings, such as locator services that have been loaded onto the device, nor shall they download any applications, software, files, etc., for personal use without first obtaining supervisor approval in writing.  The supervisor shall be responsible for keeping the files associated with such approval.   

Employees assigned a tablet and/or cell phone shall not copy or distribute any software loaned through Facilities Operations and Development to another device.

Any tablet and/or cell phone that is the property of Facilities Operations and Development shall be operated only by a currently authorized Operations’ employee.  Operations employees assigned a tablet and/or cell phone shall not allow any other user to operate such device unless authorized in writing by his/her supervisor to do so, shall not provide passwords for any such device to another user, and will be responsible for all deleted or downloaded content and/or harm caused as a result of a device’s unauthorized use. 

To ensure the security of the tablet and/or cell phone and its data, all users shall use a secure passcode to lock the device whenever it is not in use.  When the device is not being used, all users shall close any open applications. 

If the device will be taken off campus outside of the employee’s normally assigned shift, the employee must obtain prior approval by their direct supervisor and complete university form AM0004 (Permission to Use Equipment Off-Campus).  The user’s supervisor is responsible for maintaining the completed forms.  Employees are permitted to keep the device with them during scheduled lunch and break times, even if going off campus.  At no time shall the device be taken home with the employee unless directed or approved by their immediate supervisor or designee in writing.

If a tablet and/or cell phone is lost, stolen, malfunctioning, or damaged, the assigned user is responsible for reporting such to his/her immediate supervisor or appropriate designee no later than the end of the shift in which they discover such loss, theft, malfunction, or damage.  If the tablet and/or cell phone is reported as stolen, the supervisor will be responsible for reporting such theft to the Operations Administrator to determine further action.  

University-owned tablets, cell phones, and/or associated equipment are university property and must be returned upon termination of employment with the university or at the request of the supervisor.  If the tablet, cell phone, and/or equipment are not returned, the cost of the tablet, cell phone, and/or associated equipment will be reported as taxable income on the employee’s W-2 form, and the employee may be invoiced for the cost of the device.

Cell phone bills will be reviewed on a monthly basis to ensure that all charges associated with an employee’s account are related to university business.  Any personal charges are to be reimbursed to the university and may result in disciplinary action up to and including termination.  Even though there are no charges for mobile-to-mobile calls, phones also may be monitored for excessive personal use and disciplinary action taken if necessary.

Failure to follow any of the above-stated guidelines may result in disciplinary action up to and including termination.

Additional

· Statements of Understanding – for tablets and for cell phones
· University’s “Responsible Use of University Computing and Network Resources” policy
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